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Networking in the virtualization era
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Observations

« Every servenas asoftware switcimside!
— packet switching among VMs!
— replacing hardware switches!
— chaining network functions!
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— Rexiblesupportingnany use cases!




Case study

o Packet forwarding throughput between two 10G NIC:
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In the reality

* A lot of reasons we need to uS®penVswitc{OVS)!

— Need for Linux + KVM!
 OVS is a default software switch!
— Widely deployed already!
« OVS + KVM is the cheapest choice!
 Community support and knowledge sharing!
» Active development and matured implementation!
— Integration with the other systems!
« Command-line tools!
* Advanced management tools (©genStack

— StakeholdersO preference



Motivation

Acceleratin@penVswitclwhile minimally

impacting on an existing ecosystems!

— Reusing existing control tdols

— Minimally modifying the existing code to easily follow future
update ofOpenVswitch



OpenVswitch ecosystem
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Possible bottlenecks

External OpenFlow controller

e Packet processing!
— OpenFlowbased 3ow "

ovs-vswitchd

Control commands ﬁ

matching! user Packetstothecontroller]
e Packet switching! ™ OS's TCP/IP stack
— Per-packet forwarding” 3 o [qawcat '
(e.g., locking destinationg 3 Interpret control
port, packet scheduling)ls £ Packet processing
 Packet I/O! z’% Packet switching
— Per-packet metadata” & Packet /O
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Our design choice

External OpenFlow controller

o Packet switching and"
Packet I/O are possible"

ovs-vswitchd

Control commands #
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mSwitch: Modular Software Switch

o Fast packet I/O and switching based@&mapAP|*!
— Batched packet processing!
— Amortized metadata allocation overhead!
— EfPcient, scalable packet switching algorithm!
 Packet processing is OmodularO!
— Separation of packet switching and packet processing

Modular packet processing

Packet switching

Packet I/0

NIC/Virtual interfaces

Other features!

 NIC, virtual interfaces and OSOs
TCP/IP host stack support!

e Multi-threading!

°
etC VALE, a Virtual Local Ethernet
Netmap — a novel frameworl for fast packet 1/0 http://info.iet.unipi.it/~luigi/vale/
http://info.iet.unipi.it/~luigi/netmap/ Luigi Rizzo, Giuseppe Lettieri
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mSwitch: Modular Software Switch

External OpenFlow controller
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Performance improvement with

mSwitch OVS

e Packet forwarding"

—~10 B mSwitch-OV¢E
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General architecture of mSwitch
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Bare mSwitch performance

e ODummyO processing module !
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Bare mSwitch performance

e ODummyO processing module !
 Virtual port to virtual port
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Bare mSwitch performance

« Dummy packet processing moduleO
* N virtual ports to N virtual ports!
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Learning bridge performance

« mSwitchlearn: pure learning bridge processing!
— Adding a cost of MAC address hashing at packet processir

FreeBSD bridge OVS
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Conclusion

« Motivation!
— Fast software switch!
— Need for support for widely-deployed switches!

e Our contribution!

— mSwitchfast, modular software switch!
 Acceleratin@®@penVswitchup to 2.6 times!
— Small modibcations, preserving control interface!

— Very fast packet forwarding at bare metal!

« > 200 Gbpsbetween virtual ports (with 1500 Byte packets and 3 CPU
cores)!

« Almost the line rate with using 1 CPU core and bPsNICdH
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